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V2.0.2
_2021/6/29
_ Lux
2021/3/1 V2.0.0 Lux
2.38
2021/4/9 V2.0.1 Lux
IOTYPE_USER_IPCAM _DEVICE_SUPPORT_CLOUD _RESP =0x800D
2.42
2.43
2.44
2021/6/29 V2.0.2  2.45 Lux
2.46
2.47
2.7
IO COMIMANA oo e e e e e e e e e e et e e e e eaes
L e —a e —————————aaa e e ———
Lo et et
2.1 V@O FramMI. ... oo e e e e e e
IOTYPE_USER_IPCAM_START = OXOLFF;............ooooooeeeeerreeeeeeeeseeeeeeeeseessseesseeeenee
2.2 V@O FramMI@. ... oo et e e e

IOTYPE_USER_IPCAM_STOP = 0X02FFs;..........cccccoiiiiiiiiiiicicccece
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IOTYPE_
IOTYPE_

2.12

IOTYPE_
IOTYPE_

2.13

AUAIO FramI@.........ooeeeeeeeeeeeeeeeeeeeeeee e
USER_IPCAM_AUDIOSTART =0X0300;...........cccoceruemimieieieenieieenenienes
AUAIO FramI@.........ooeeeeeeeeeeeeeeeeeeee e
USER_IPCAM_AUDIOSTOP =0X0301;..........ccceveriiinieieieieieeeneene
S et
USER_IPCAM_SETRECORD_REQ =0x0310;..........ccccocveieieieieienenene
USER_IPCAM_SETRECORD_RESP =0x0311;...........ccccovevininininine
O et
USER_IPCAM_GETRECORD_REQ =0xX0312;...........ccecvvireiniicrnenen
USER_IPCAM_GETRECORD_RESP =0x0313;..........cccoceoeiieicienee.
USER_IPCAM_LISTEVENT_REQ =0X0318;.........ccoeoieiiiiineieieieen,
USER_IPCAM_LISTEVENT_RESP =0x0319;.........ccccceceviniininiinenn
USER_IPCAM_RECORD_PLAYCONTROL_REQ =0x031A;...................
USER_IPCAM_RECORD_PLAYCONTROL_RESP =0x031B;.................
USER_IPCAM_SETSTREAMCTRL_REQ = 0x0320;..........ccecerveurerennene
USER_IPCAM_SETSTREAMCTRL_RESP =0x0321;.........cccceoveveuennnne
USER_IPCAM_GETSTREAMCTRL_REQ =0x0322;...........ccccceveirennnns
USER_IPCAM_GETSTREAMCTRL_RESP =0x0323;...........cccoveinennene
USER_IPCAM_SETMOTIONDETECT_REQ =0x0324;..............ccccene...
USER_IPCAM_SETMOTIONDETECT_RESP =0x0325;...........cccccouennee.
USER_IPCAM_GETMOTIONDETECT_REQ =0x0326;............c.ccoeoneenee.
USER_IPCAM_GETMOTIONDETECT_RESP =0x0327,;..........ccccceeneee.



IOTYPE_USER_IPCAM_GETSUPPORTSTREAM_REQ =0x0328;........................ 17

IOTYPE_USER_IPCAM_GETSUPPORTSTREAM_RESP =0x0329;...................... 17
2.14 APP e 17
IOTYPE_USER_IPCAM_GETAUDIOOUTFORMAT_REQ =0x032A ................ 17
IOTYPE_USER_IPCAM_GETAUDIOOUTFORMAT_RESP =0x032Bi;................... 18
2.15 0x8015/0X8016 .........ococveveriieee 19
IOTYPE_USER_IPCAM_DEVINFO_REQ =0X0330;........cccecteieieieiinieneneneeeneen 19
IOTYPE_USER_IPCAM_DEVINFO_RESP =0x0331;..........ccccoveiniieinecrecenen 19
2.1 ettt ettt e et et nenenas 19
IOTYPE_USER_IPCAM_SETPASSWORD_REQ =0x0332;.........ccccevveiriiieienenen. 19
IOTYPE_USER_IPCAM_SETPASSWORD_RESP =0x0333;.........ccccceeevieireiennne 19
2. 0T ettt a et aeeneeneenes 20
IOTYPE_USER_IPCAM_GET_PLAYBACK_REQ =0x033A ......cccoceiniriiiennne 20
IOTYPE_USER_IPCAM_GET_PLAYBACK_RESP=0x033B .........ccccccccvevnuennee. 20
IOTYPE_USER_IPCAM_SET_RECORD_PROGRESS_REQ=0x033C ............. 20
IOTYPE_USER_IPCAM_SET_RECORD_PROGRESS_RESP =0x033D ............ 21
2.18 Wi s 21
IOTYPE_USER_IPCAM_LISTWIFIAP_REQ =0x0340;..........ccccovereirinercenenene 21
IOTYPE_USER_IPCAM_LISTWIFIAP_RESP =0X0341;..........cccccoveiiiieincennns 21
2.19 Wil e 22
IOTYPE_USER_IPCAM_SETWIFI_REQ =0X0342;...........cceceneiinicinenceeeene 22
IOTYPE_USER_IPCAM_SETWIFI_RESP =0x0343;...........cceoiiiiiininieccene 22
2.20 WIFi. ..o 23
IOTYPE_USER_IPCAM_GETWIFI_REQ =0X0344;............cccoooteieiieneneneneeene 23
IOTYPE_USER_IPCAM_GETWIFI_RESP =0X0345;...........ccccoovimiiinicieenennn. 23
221 WIFi. .o 23
IOTYPE_USER_IPCAM_SETWIFI_REQ2=0X0346 .........ccccoecinireiircrcerenen. 23
IOTYPE_USER_IPCAM_GETWIFI_RESP2 = 0X034T;........cccccoeenieininccenene 24
2.22 AUudio Frame.............cooooviiiiiiee e 24



IOTYPE_USER_IPCAM_SPEAKERSTART = 0x0350;...........cccccooviiiiiiiiiccine 24

2.23 AUdiO Frame.............coooviiiiiie e 24
IOTYPE_USER_IPCAM_SPEAKERSTOP =0X0351;..........ccooeveiiiiicireceiee, 24
2.24 | et 25
IOTYPE_USER_IPCAM_SET_VIDEOMODE_REQ =0Xx0370 .........ccccvvververnnenes 25
IOTYPE_USER_IPCAM_SET_VIDEOMODE_RESP =0x0371 .........ccceceovevnnenes 25
2.25 | s 25
IOTYPE_USER_IPCAM_GET_VIDEOMODE_REQ =0x0372 ......ccccoecvrverernene 25
IOTYPE_USER_IPCAM_GET_VIDEOMODE_RESP =0x0373 .........cccccvevvuenee 26
2.26 D bbb 26
IOTYPE_USER_IPCAM_FORMATEXTSTORAGE_REQ =0x0380 ..................... 26
IOTYPE_USER_IPCAM_FORMATEXTSTORAGE_RESP =0x0381 .................. 26
2.27 NVR Channel e, 27
IOTYPE_USER_IPCAM_GET_NVR_CHANNEL_NUMBER_REQ =0x5A4 ....... 27
IOTYPE_USER_IPCAM_GET_NVR_CHANNEL_NUMBER_RESP =0x5A5 ... 27
228 ettt 27
IOTYPE_USER_IPCAM_GET_CHANNEL_NAME_REQ=0x5B0 ........cccccceocn... 27
IOTYPE_USER_IPCAM_GET_CHANNEL_NAME_RESP=0x5B1 ................... 28
2.2 ettt 28
IOTYPE_USER_IPCAM_SET_CHANNEL_NAME_REQ=0x5B2 ...........cccccce.... 28
IOTYPE_USER_IPCAM_SET_CHANNEL_NAME_RESP =0x5B3 .................... 28
2:30 Kalay2.0 e 28
JOTYPEXM_CALLREQ=00F00—........coo e 28
JOTYPE XM—_CALLRESP=0xT01—.. ... 29
JOTYPE XM _CALE ND-Z0XF0Z: ..o seeeeseseeesseeen 29
2.3 e 29
IOTYPE_USER_IPCAM_PUSH_DEVICENAME_REQ=0x0736 ............cccone. 29
IOTYPE_USER_IPCAM_PUSH_DEVICENAME_RESP=0x0737 .......ccccceennee. 30
2.3 ————————— bbbt 30



IOTYPE_USER_IPCAM_SET_TIME_SYNC_REQ=0x0816 ................. 30

IOTYPE_USER_IPCAM_SET_TIME_SYNC_RESP =0x0817 .......ccccoirieinennne. 30
2,33 et h e et h et bt h et bt n ettt ettt 31
IOTYPE_USER_IPCAM_PTZ_COMMAND =0x1001 .......ccooooniiiiiieiceenne 31
2.34 APP L e 32
IOTYPE_USER_IPCAM_RECEIVE_FIRST_IFRAME =0x1002 .........ccccccevveenenee. 32
2.35 O A ettt b e sreeae s 32
IOTYPE_USER_IPCAM_OTA_REQ=0x8001 .......ccceiiiiririreeeeeeeeeee 32
IOTYPE_USER_IPCAM_OTA_RESP =0Xx8002 .......cceoiiieieieieeeecrcecee 32
2.36 bbbt bbb 33
IOTYPE_USER_IPCAM_DEVICE_INFO_REQ =0x8015 ........ccccceoirinirreenne. 33
IOTYPE_USER_IPCAM_DEVICE_INFO_RESP =0x8016 .........c..cccccevinirninnne. 33
2.37 O A e 33
IOTYPE_USER_IPCAM _DEVICE_SUPPORT_OTA_REQ=0x800A ................ 34
IOTYPE_USER_IPCAM _DEVICE_SUPPORT_OTA _RESP=0x800B .............. 34
2.38 ettt ns 34
IOTYPE_USER_IPCAM _DEVICE_SUPPORT_CLOUD_REQ =0x800C ........... 34
IOTYPE_USER_IPCAM _DEVICE_SUPPORT_CLOUD _RESP =0x800D ........ 34
2,30 ettt enas 35
IOTYPE_USER_IPCAM_DEVICE_SET_CLOUD_REQ =0x8010;.............cccenneeee 35
IOTYPE_USER_IPCAM_DEVICE_SET_CLOUD_RESP =0x8011;..............c.o.c.... 35
280 et 35
IOTYPE_USER_IPCAM_DEVICE_GET_CLOUD_REQ =0x8012;............cccooen.. 35
IOTYPE_USER_IPCAM_DEVICE_GET_CLOUD_RESP =0x8013;....................... 35
241 SD et 36
IOTYPE_USER_IPCAM_GET_EVENT_DATE_REQ =0x9000;..........ccccceoeruerrnnene 36
IOTYPE_USER_IPCAM_GET_EVENT_DATE_RESP =0x9001;.............cccccvenvenenn. 36
2.8 ettt reeneens 36
IOTYPE_USER_IPCAM_GET_HUMANDETECTION_REQ = 0x9002;................... 36



IOTYPE_USER_IPCAM_GET_HUMANDETECTION_RESP =0x9003;................. 37

243 ettt enas 37
IOTYPE_USER_IPCAM_SET_HUMANDETECTION_REQ = 0x9004;................... 37
IOTYPE_USER_IPCAM_SET_HUMANDETECTION_RESP = 0x9005;................. 37

244 et 37
IOTYPE_USER_IPCAM_GET_NIGHTVISION_REQ =0x9006;.............cccoevervneee. 37
IOTYPE_USER_IPCAM_GET_NIGHTVISION_RESP = 0x9007;..........ccccccovevnuenes 38

25 et 38
IOTYPE_USER_IPCAM_SET_NIGHTVISION_REQ =0x9008;.........c..ccceevveurrnennen 38
IOTYPE_USER_IPCAM_SET_NIGHTVISION_RESP =0x90009;............ccccoevunnee. 38

246 et 38
IOTYPE_USER_IPCAM_GET_SUMMERTIME_REQ = 0x9010;..........c.cccovenenennee. 38
IOTYPE_USER_IPCAM_GET_SUMMERTIME_RESP =0x9011;.............ccccneee. 39

2 AT ettt sttt e neeae et ns 39
IOTYPE_USER_IPCAM_SET_SUMMERTIME_REQ =0x9012;..........cccccoveoveuennee. 39
IOTYPE_USER_IPCAM_SET_SUMMERTIME_RESP =0x9013;.............ccccvevenneee. 39
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3.1APP Command 40

3.210S Command 40

3.3Android = bytes = java s 40



10 Command
TUTK IO Command Kalay APP 10

Command IO Command
APP TUTK

Command

1.1

Ox1FF ~ Ox2FF;

0x300 ~ 0x3C3;

0x400 ~ 0x474;

0x500 ~ 0x5B9;

0x600 ~ 0x615;

0x700 ~ Ox747;

0x800 ~ 0x817;

0x1001 ~ 0x1002;

0x2001 ~ 0x224F; 0x9000 ~ Ox9FFF; 0x30000000 ~
0x4005 ~ 0x4015; 0x9 0x3000FFFF;( 0x3000
0x5001 ~ 0x5002; Kalay

0x6011 ~ 0x6018; command command
0x8000 ~ 0x8016;

0x9000 ~ 0x9013;

0x10004 ~ 0x1000B;

0x7F000000 ~ 0x7F000007;

0xFF001004 ~ 0xFF001008;

0x00000A03 ~ 0x00000A04;

0x00010000 ~ 0x00010003;

OX1FFF;

1.2
. 4
. 1024



2.1 Video Frame
IOTYPE_USER_IPCAM_START = 0x01FF;
- APP Device;

- APP Device

- 10Ctrl

typedef struct

{

unsigned int channel; /I Camera Index
unsigned char reserved[4];
} SMsgAVIoctrlAV Stream;

2.2 Video Frame
IOTYPE_USER_IPCAM_STOP = 0x02FF;
- APP Device;
- APP Device
- 10Ctrl
t(ypedef struct
' unsigned int channel; // Camera Index

unsigned char reserved[4];
} SMsgAVIoctrlAV Stream;

2.3 Audio Frame
IOTYPE_USER_IPCAM_AUDIOSTART = 0x0300;
- APP Device;
- APP Device
- 10Ctrl

tjypedef struct

l unsigned int channel; // Camera Index

unsigned char reserved[4];
} SMsgAVIoctrlAVStream;

2.4 Audio Frame
IOTYPE_USER_IPCAM_AUDIOSTOP = 0x0301;




- APP Device;
- APP Device
- 10Ctrl

typedef struct

{

unsigned int channel; // Camera Index
unsigned char reserved[4];
} SMsgAVIoctrlAVStream;

2.5 SD
IOTYPE_USER_IPCAM_SETRECORD_REQ = 0x0310;
- APP Device;
- APP Device SD
- 10Ctrl

fypedef struct

' unsigned int channel; /I Camera Index

unsigned int recordType; /| 2% ENUM _RECORD _TYPE

unsigned char reserved[4];
}SMsgAVloctrlSetRecordReq, SMsgAVloctrlGetRecordResq;

typedef enum
[

1
AVIOTC RECORDTYPE OFF =0x00;

AVIOTC RECORDTYPE FULLTIME = 0x01;

AVIOTC RECORDTYPE ALARM = 0x02;

AVIOTC RECORDTYPE MANUAL = 0x03;
JENUM RECORD TYPE;

IOTYPE_USER_IPCAM_SETRECORD_RESP =0x0311;

- Device APP;
- Device App
- 10Ctrl
typedef struct
f
L
int result; /10 X, otherwise: 2RI,

unsigned char reserved[4];
} SMsgAVloctrlSetRecordResp;

2.6 SD
IOTYPE_USER_IPCAM_GETRECORD_REQ = 0x0312;

10




- APP Device;

- APP Device SD
- 10Ctrl
typedef struct
{
unsigned int channel; // Camera Index

unsigned char reserved[4];
}SMsgAVloctrlGetRecordReq;

IOTYPE_USER_IPCAM_GETRECORD_RESP = 0x0313;

Device APP;

- Device
- |0Ctrl

[OCtrl App

typedef struct
S

1

unsigned int channel;
unsigned int recordType;

unsigned char reserved[4];

// Camera Index
// 2% ENUM_RECORD_TYPE

}SMsgAVloctrlSetRecordReq, SMsgAVloctrlGetRecordResq;

typedef enum

f
1

AVIOTC_RECORDTYPE_OFF = 0x00;
AVIOTC_RECORDTYPE_FULLTIME = 0x01 ;
AVIOTC RECORDTYPE ALARM = 0x02;
AVIOTC RECORDTYPE MANUAL = 0x03;
yENUM_RECORD TYPE;

2.7
IOTYPE_USER_IPCAM_LISTEVENT_REQ = 0x0318;

APP Device;

- APP Device
- |OCtrl

typedef struct

{

unsigned int channel;
STimeDay stStartTime;
STimeDay stEndTime;
unsigned char event;
unsigned char status;

unsigned char reserved|[2];

// Camera Index

I/ H8 S AR RG] ..

/... 38T ) 45 RN 1]

/| FEHA . B3 ENUM_EVENTTYPE
11 0x00: SRAZSCAFFAAE . SRR
110x01: SAG S AAAE . A E R

11 0x02: FosRAZSLAFE 7%

11




}SMsgAVloctrlListEventReq;

typedef struct

{

unsigned short year;
unsigned char month;
unsigned char day;
unsigned char wday;
unsigned char hour;
unsigned char minute;

unsigned char second;
}STimeDay;

I AR B

MA—HLURI A%, EEM 1312,

/EEREIH I, D 1331,

I HEBIHPORIRE, BRI 0E 6, (BMIH=0, Bi—=1, ..)
/AR Z e BN R, R R 0 2 23,

/N JE R B, EEE R O 2 59,

/1oy IR, YA 0 2] 59,

IOTYPE_USER_IPCAM_
- Device APP;

- Device

- 10Ctrl

LISTEVENT_RESP = 0x0319;

[OCtrl App

typedef struct
(

1
unsigned int channel;

unsigned int total;
unsigned char index;

unsigned char endflag;
B

unsigned char count;

// Camera Index

11 4B FW B P

I # RS, 0,1,2...

// avSendIOCtrl — ¥k Ex %2 vl & 3% 1024 5,

ISR Loy R x M xJ20,1,2 .

// end flag = | F/RILE AL 25 f5 — M EHREL, 754G 58 2 R4 1 2

IMeEH AT 2 DA FpE

unsigned char reserved[1];

SAvEvent stEvent[0];

/I B R A R 5 — A ik

}SMsgAVloctrlListEventResp;

typedef struct

{
STimeDay stTime;

unsigned char event;
unsigned char status;

unsigned short duration
}SAvEvent;

// % ENUM_EVENTTYPE
1/ 0x00: SEAGSCAFELE . FAEAR
11 0x01: SRAGSCAHAFTE , A T
11 0x02: FosRAR A %

s R (DARD A BRAL)

typedef enum

{
AVIOCTRL EVENT ALL = 0x00; I Fr A S 2 A
AVIOCTRL _EVENT MOTIONDECT = 0x01; /1 ¥ sl vt i J2 2
AVIOCTRL EVENT VIDEOLOST = 0x02; /] PTG
AVIOCTRL _EVENT IOALARM = 0x03; /110 4R % j3 5

12




AVIOCTRL EVENT MOTIONPASS = 0x04 /I R Eh AT 45 o
AVIOCTRL EVENT VIDEORESUME =0x05;  // ¥isfith%
AVIOCTRL EVENT IOALARMPASS = 0x06: /110 A st o
AVIOCTRL EVENT MOVIE = 0x07;
AVIOCTRL _EVENT TIME_LAPSE = 0x08;
AVIOCTRL EVENT EMERGENCY = 0x09;

AVIOCTRL EVENT EXPT REBOOT = 0x10; Il BE R EER
AVIOCTRL_EVENT SDFAULT = 0x11; // SD Card 03¢ 54
AVIOCTRL_EVENT FULLTIME RECORDING =0x12; // &} 714
AVIOCTRL_EVENT PIR =0x13; // PIR Ay
AVIOCTRL EVENT RINGBELL = 0x14; AL A

AVIOCTRL EVENT SOUND = 0x15;
AVIOCTRL EVENT HUMANOID DETECTION = 0x16; // AFEAi
}ENUM EVENTTYPE;

2.8
IOTYPE_USER_IPCAM_RECORD_PLAYCONTROL_REQ =0x031A;
- APP Device;
- APP Device
- 10Ctrl
typedef struct
{
unsigned int channel; // Camera Index
unsigned int command; I IERGC TS, 2% ENUM_PLAYCONTROL.
unsigned int Param; 84528, AAFPEENX
STimeDay stTimeDay; /] B4 FE T UG B TE]
unsigned char endflag; /10 app, SRR SEEE; 1 web, X4 I FA-RE 58 SE B 4R Sk T — A4

unsigned char downloadFlag; // 0 BEIHRE, 1 N

unsigned char reserved[2];
} SMsgAVloctrlPlayRecordReq;

typedef enum

f
1

AVIOCTRL RECORD PLAY PAUSE = 0x00;
AVIOCTRL_RECORD PLAY_ STOP = 0x01;
AVIOCTRL_RECORD PLAY STEPFORWARD = 0x02;
AVIOCTRL RECORD PLAY STEPBACKWARD = 0x03;
AVIOCTRL_RECORD PLAY FORWARD = 0x04;
AVIOCTRL_RECORD PLAY BACKWARD = 0x05;
AVIOCTRL RECORD PLAY SEEKTIME = 0x06;
AVIOCTRL_RECORD PLAY END = 0x07;
AVIOCTRL_RECORD PLAY START = 0x10;
AVIOCTRL RECORD PLAY NEXT = 0xf0;
AVIOCTRL RECORD PLAY IFRAME = 0xfl

YENUM PLAYCONTROL;

13




IOTYPE_USER_IPCAM_RECORD_PLAYCONTROL_RESP = 0x031B;

- Device APP;
- Device |0Ctrl App  APP
- 10Ctrl
typedef struct
(
' unsigned int command; I FERERTE S, &% ENUM_PLAYCONTROL
unsigned int result; /BT3RS E X

// 4# ] AVIOCTRL RECORD PLAY START:
/] result>=0 BEF A T S il 1 HEA T RE K
// result <O S gl
// result= -1 B B4
// result= -2 #8 H H K vl % HREH Client £
unsigned int size; /1 A BT RN
unsigned char respond,

unsigned char reserved[3];
} SMsgAVloctrlPlayRecordResp;

2.9

IOTYPE_USER_IPCAM_SETSTREAMCTRL_REQ = 0x0320;
- APP Device;

- APP Device

- 10Ctrl

typedef struct

{

unsigned int channel; // Camera Index
unsigned char quality; // 2% ENUM_QUALITY LEVEL
unsigned char reserved[3];

} SMsgAVloctrlSetStreamCtrlReq;

typedef enum
S

1
AVIOCTRL QUALITY UNKNOWN = 0x00,

AVIOCTRL QUALITY MAX =0x01;
AVIOCTRL QUALITY HIGH = 0x02;
AVIOCTRL QUALITY MIDDLE = 0x03;
AVIOCTRL QUALITY LOW =0x04;
AVIOCTRL QUALITY MIN = 0x05;

JENUM QUALITY LEVEL;

IOTYPE_USER_IPCAM_SETSTREAMCTRL_RESP =0x0321;
- Device APP;

14




- Device APP
- 10Ctrl

typedef struct

f
1

unsigned int result; /1 0: [ Thy; otherwise: ZRIK
unsigned char reserved[4];
} SMsgAVloctrlGetStreamCtrlResq;

2.10
IOTYPE_USER_IPCAM_GETSTREAMCTRL_REQ =0x0322;
- APP Device;
- APP Device
- 10Ctrl
;cypedef struct
' unsigned int channel; // Camera Index

unsigned char reserved[4];
} SMsgA VloctrlGetStreamCtrlReq;

IOTYPE_USER_IPCAM_GETSTREAMCTRL_RESP = 0x0323;

- Device APP;
- Device [OCtrl App
- 10Ctrl
typedef struct
f
L
unsigned int channel; // Camera Index

unsigned char quality; //22% ENUM_QUALITY LEVEL
unsigned char reserved[3];
} SMsgAVloctrlSetStreamCtrlReq, SMsgAVIoctrlGetStreamCtrIResp;

2.11
IOTYPE_USER_IPCAM_SETMOTIONDETECT_REQ = 0x0324;
- APP Device;
- APP Device
- 10Ctrl
ftypedef struct
' unsigned int channel; // Camera Index

unsigned int sensitivity; /10 (ZEH) ~ 100(FK):
/I Index in App. Sensitivity value

15




/10 0K )

/1 25(f%)
/2 50(rf)
/'3 75(5)
/l 4 10045 5)

}SMsgAVloctrlSetMotionDetectReq, SMsgA VloctrlGetMotionDetectResp;

IOTYPE_USER_IPCAM_SETMOTIONDETECT_RESP = 0x0325;

- Device APP;
- Device APP
- 10Ctrl
typedef struct
(
i
int result; /1 0: i%Th; otherwise: 2RI

unsigned char reserved[4];
}SMsgAVloctrlSetMotionDetectResp;

2.12
IOTYPE_USER_IPCAM_GETMOTIONDETECT_REQ = 0x0326;
- APP Device;
- APP Device
- 10Ctrl
;cypedef struct
' unsigned int channel; /I Camera Index

unsigned char reserved[4];
} SMsgAVloctrlGetMotionDetectReq;

IOTYPE_USER_IPCAM_GETMOTIONDETECT_RESP = 0x0327;

- Device APP;
- Device [OCtrl App
- 10Ctrl
typedef struct
f
L
unsigned int channel; // Camera Index

unsigned int sensitivity;  // 0(Z5F) ~ 100(F K):
// index sensitivity value

70 0(K )
/1 25(f%)
/2 50(41)
/I3 75(7%)

16




//4 100( /5
}SMsgAVloctrlSetMotionDetectReq, SMsgA VloctrlGetMotionDetectResp;

2,13
IOTYPE_USER_IPCAM_GETSUPPORTSTREAM_REQ = 0x0328;
- APP Device;
- APP Device
- 10Ctrl
typedef struct

{

unsigned char reserved[4];
}SMsgA VloctrlGetSupportStreamReq;

IOTYPE_USER_IPCAM_GETSUPPORTSTREAM_RESP = 0x0329;

- Device APP;
- Device [OCtrl App
- 10Ctrl
typedef struct
i
1
unsigned short index; /! 54548 B ) stream index

unsigned short channel;  // AVAPIs {i A i) channel index
char reserved[4];
}SStreamDef;

typedef struct
[

1
unsigned int number; /] 0] TR stream E B
SStreamDef streams[0];

}SMsgAVloctrlGetSupportStreamResp;

2.14 app
IOTYPE_USER_IPCAM_GETAUDIOOUTFORMAT_REQ = 0x032A
- APP Device;
- APP Device
- 10Ctrl

Jtypedef struct

l unsigned int channel; // camera index

char reserved[4];
}SMsgAVloctrlGetAudioOutFormatReq;

17




IOTYPE_USER_IPCAM_GETAUDIOOUTFORMAT_RESP = 0x032B;

- Device APP;
- Device [OCtrl App
- 10Ctrl
typedef struct
S
' unsigned int channel; // camera index
int format; // 22 ENUM_CODECID in AVFRAMEINFO.h

char sample_rate;
char bitdata;

char channels; /A R B E A

char avservchannel; /10 FiEiE; 1 i@ ; otherwise [-iiE (LA 0)

+SMsgA VloctrlGetAudioOutFormatResp;

Sample Rate:

AUDIO SAMPLE 8K =0;
AUDIO SAMPLE 11K =1;
AUDIO SAMPLE 12K =2;
AUDIO_SAMPLE 16K =3;
AUDIO_SAMPLE 22K =4;
AUDIO_SAMPLE 24K =5;
AUDIO_SAMPLE 32K =6;
AUDIO SAMPLE 44K =17;
AUDIO SAMPLE 48K =8;

Codecld:

MEDIA CODEC _UNKNOWN = 0x00;

MEDIA CODEC VIDEO MPEG4 = 0x4C;

MEDIA CODEC _VIDEO H263 = 0x4D;

MEDIA CODEC VIDEO H264 = 0x4E;

MEDIA CODEC VIDEO MIJPEG = 0x4F;

MEDIA CODEC _VIDEO HEVC = 0x50;

MEDIA CODEC_AUDIO AAC RAW = 0x86;

MEDIA CODEC AUDIO AAC ADTS = 0x87;

MEDIA CODEC AUDIO AAC LATM = 0x88;

MEDIA CODEC _AUDIO G711U = 0x89; //gT11 u-law
MEDIA CODEC_AUDIO _G711A =0x8A;  //g711 a-law
MEDIA CODEC AUDIO ADPCM = 0x8B;

MEDIA CODEC_AUDIO PCM = 0x8C;

MEDIA CODEC AUDIO SPEEX = 0x8D;

MEDIA CODEC AUDIO MP3 = 0x8E;

MEDIA CODEC_AUDIO G726 = 0x8F;

Bitdata (0x0 ~ OxF):
AUDIO DATABITS 8=0;
AUDIO DATABITS 16=1;

18




2.15 0x8015/0x8016
IOTYPE_USER_IPCAM_DEVINFO_REQ = 0x0330;

- APP Device;
- APP Device
- 10Ctrl

typedef struct

p
1

unsigned char reserved[4];
}SMsgAVloctrlDevicelnfoReq;

IOTYPE_USER_IPCAM_DEVINFO_RESP = 0x0331;
- Device APP;

- Device [OCtrl App
- 10Ctrl

typedef struct

,

1
unsigned char model[16];
unsigned char vendor|[16];
unsigned int version;

unsigned int channel; /{3 %E

unsigned int total; // MBytes, sdcard ft]-4= 3523 |
unsigned int free; // MBytes , sdcard [ 1] Ff 25 [A]
unsigned int company; /127 OTA LRYATE 4

unsigned char reserved[4];
} SMsgA VloctrIDevicelnfoResp;

2.16
IOTYPE_USER_IPCAM_SETPASSWORD_REQ = 0x0332;
- APP Device;
- APP Device
- 10Ctrl
typedef struct

p
1

char oldpasswd[32]; /! |H %
char newpasswd[32];  // HrEEGYg
} SMsgAVloctrlSetPasswdReq;

IOTYPE_USER_IPCAM_SETPASSWORD_RESP =0x0333;
- Device APP;
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- Device APP

- 10Ctrl
typedef struct
i
1
int result; /10x00 %5 %15 B D, 75 M) 50

unsigned char reserved[4];
}SMsgAVloctrlSetPasswdResp;

2.17

IOTYPE_USER_IPCAM_GET_PLAYBACK_REQ = 0x033A
- App Device

- App Device

- 10Ctrl

typedef struct

f
1

unsigned int channel; /I Camera Index

STimeDay stTimeDay; /] SR E G
unsigned char reserved[4];
}SMsgAVloctrlGetPlaybackReq;

IOTYPE_USER_IPCAM_GET_PLAYBACK_RESP = 0x033B
- Device App

- Device App
- Note: uTC
- 10Ctrl
typedef struct
{
l unsigned int videoTime; /] AR ] CLARD Sk A5 )
unsigned long size; /] FE RN (PLETT A

unsigned char reserved[4];
}SMsgAVloctrlGetPlaybackResp;

IOTYPE_USER_IPCAM_SET_RECORD_PROGRESS_REQ =0x033C
- App Device

- App Device
- Note: App ( 0x2ff)
- 10Ctrl
typedef struct
f
t
unsigned int channel; /I Camera Index
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STimeDay stTimeDay; /] SR RIS R
unsigned int progressTime; /] A ge BRI (DIFD R BRAr)
unsigned char reserved[4];

}SMsgAVloctrlSetRecordProgessReq;

IOTYPE_USER_IPCAM_SET_RECORD_PROGRESS_RESP = 0x033D
- Device App

- Device App
- 10Ctrl
typedef struct
f
L
unsigned char result; /10 T JiTh

unsigned char reserved[3];
}SMsgAVloctrlSeRecordProgressResp;

2.18 Wifi
IOTYPE_USER_IPCAM_LISTWIFIAP_REQ = 0x0340;
- APP Device;
- APP Device wifi
- 10Ctrl

typedef struct

f

L
unsigned char reserved[4];

}SMsgAVloctrlListWifiApReq;

IOTYPE_USER_IPCAM_LISTWIFIAP_RESP = 0x0341;

- Device APP;
- Device wifi [OCtrl App
- 10Ctrl
ftypedef struct
' unsigned int number; /] e 1024/36=28
SWifiAp stWifiAp[0]; /I AR T A WiFi (5 8 H R LG

/HMER (SWifiAp) =7 F5 B R/NRAREL WiFi 4 o
}SMsgAVloctrlListWifiApResp;

typedef struct

f
1

char ssid[32]; // WiF1 SSID

char mode; /| 2% ENUM_AP_MODE
char enctype; // %%k WiFi, {#52% ENUM_AP ENCTYPE,
char signal; NS ESIRE, JEEIA0% E 100% .
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char status; /10 TERGEN ssid 8¢ O W &
11 s EREERIA
/12 R AN D T
/13 safES He R
/14 P SRS U E H O Wi S O s, (HA BRI R %
}SWifiAp;

typedef enum
[

1
AVIOTC WIFIAPMODE NULL = 0x00;

AVIOTC_WIFIAPMODE MANAGED = 0x01;
AVIOTC_WIFIAPMODE_ADHOC = 0x02;
}ENUM_AP MODE;

typedef enum
[

1
AVIOTC_ WIFIAPENC INVALID = 0x00;

AVIOTC_WIFIAPENC_NONE = 0x01 ;
AVIOTC_ WIFIAPENC WEP = 0x02; // WEP, To#7g
AVIOTC WIFIAPENC WPA TKIP = 0x03;
AVIOTC WIFIAPENC WPA AES = 0x04;
AVIOTC WIFIAPENC WPA2 TKIP = 0x05;
AVIOTC_WIFIAPENC_WPA2_ AES = 0x06;
AVIOTC_WIFIAPENC_WPA PSK_TKIP = 0x07;
AVIOTC_WIFIAPENC_WPA PSK_AES = 0x08;
AVIOTC_WIFIAPENC_WPA2 PSK_TKIP = 0x09;
AVIOTC WIFIAPENC WPA2 PSK_AES = 0x0A
VENUM_AP ENCTYPE;

2.19 Wifi
IOTYPE_USER_IPCAM_SETWIFI_REQ = 0x0342;
- APP Device;
- APP Device wifi
- 10Ctrl
typedef struct
{
unsigned char ssid[32]; /] ZEHER) WiFi SSID
unsigned char password[32];  // WiFi SSID Z15
unsigned char mode; // 2% ENUM_AP_MODE
unsigned char enctype; // 2% ENUM_AP ENCTYPE

unsigned char reserved[10];
}SMsgAVloctrlSetWifiReq;

IOTYPE_USER_IPCAM_SETWIFI_RESP = 0x0343;
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- Device APP;

- Device APP wifi
- |0Ctrl
typedef struct
I
[}
int result; /AN B WiFi, TRE 0, 73R [H 1,

unsigned char reserved[4];
}SMsgAVloctrlSetWifiResp;

2.20 WiFi
IOTYPE_USER_IPCAM_GETWIFI_REQ = 0x0344;
- APP Device;
- APP Device wifi
- 10Ctrl

typedef struct

f
1

unsigned char reserved[4];
}SMsgAVloctrlGetWifiReq;

IOTYPE_USER_IPCAM_GETWIFI_RESP = 0x0345;

- Device APP;
- Device wifi [OCtrl App
- 10Ctrl
typedef struct
S
1
unsigned char ssid[32]; // WiF1 ssid
unsigned char password[32]; /l WiFi 855 (AR Hhzs)
unsigned char mode; /| 2% ENUM_AP_MODE
unsigned char enctype; /| 2% ENUM_AP ENCTYPE
unsigned char signal, /ME 5 )JE 0--100%
unsigned char status; /] 22 SWifiAp F] "status"

}SMsgAVloctrlGetWifiResp;

2.21 WiFi
IOTYPE_USER_IPCAM_SETWIFI_REQ2 = 0x0346
- APP Device;
- APP Device wifi
- 10Ctrl

‘ typedef struct
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~

unsigned char ssid[32]; // ZEFEH] WiFi SSID
unsigned char password[64]; // WiFi SSID 2544

unsigned char mode; /| 2% ENUM_AP MODE
unsigned char enctype; /| 2% ENUM_AP ENCTYPE

unsigned char reserved[10];
}SMsgAVloctrlSetWifiReq?2;

command 64bit IOTYPE_USER_IPCAM_SETWIFI_REQ = 0x0342

IOTYPE_USER_IPCAM_GETWIFI_RESP2 = 0x0347;

- Device APP;
- Device wifi [OCtrl App
- 10Ctrl
typedef struct
S
1
unsigned char ssid[32]; // WiFi ssid
unsigned char password[64]; / WiFi 2535 (AR AHZE)
unsigned char mode; /| 22 ENUM_AP_MODE
unsigned char enctype; /| 2% ENUM_AP ENCTYPE
unsigned char signal, /&S558 EE 0--100%
unsigned char status; /| 22 SWifiAp F] "status"

}SMsgAVloctrlGetWifiResp2;

2.22 Audio Frame
IOTYPE_USER_IPCAM_SPEAKERSTART = 0x0350;
- APP Device;
- APP Device
- 10Ctrl

;cypedef struct

' unsigned int channel; // Camera Index

unsigned char reserved[4];
} SMsgAVIoctrlAVStream;

2.23 Audio Frame
IOTYPE_USER_IPCAM_SPEAKERSTOP = 0x0351;
- APP Device;

- APP Device




- 10Ctrl

typedef struct

i

1
unsigned int channel; // Camera Index
unsigned char reserved[4];

} SMsgAVIoctrlAV Stream;

2.24 /
IOTYPE_USER_IPCAM_SET_VIDEOMODE_REQ = 0x0370
- APP Device;
- APP Device /
- 10Ctrl
typedef struct
f
L
unsigned int channel; // Camera Index
unsigned char mode; // 22 ENUM_VIDEO MODE

unsigned char reserved[3];
}SMsgAVloctrlSetVideoModeReq;

typedef enum

f
1

AVIOCTRL VIDEOMODE NORMAL = 0x00;

AVIOCTRL VIDEOMODE FLIP = 0x01; I NS

AVIOCTRL_VIDEOMODE MIRROR = 0x02; 11 KP4

AVIOCTRL_VIDEOMODE FLIP_ MIRROR =0x03; /& Hf/KFE4%
}ENUM_VIDEO MODE;

IOTYPE_USER_IPCAM_SET_VIDEOMODE_RESP = 0x0371
- Device APP;

- Device APP

- 10Ctrl

typedef struct

{

unsigned int channel; // Camera Index

unsigned char result; /1 0: i Th; otherwise: J2)i

unsigned char reserved[3];
}SMsgAVloctrlSetVideoModeResp;

2.25 /
IOTYPE_USER_IPCAM_GET_VIDEOMODE_REQ = 0x0372
- APP Device;
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- APP Device /
- 10Ctrl

typedef struct

f
1

unsigned int channel; // Camera Index
unsigned char reserved[4];
}SMsgAVloctrlGetVideoModeReq;

IOTYPE_USER_IPCAM_GET_VIDEOMODE_RESP = 0x0373

- Device APP;
- Device APP /
- 10Ctrl
typedef struct
f
l unsigned int channel; // Camera Index
unsigned char mode; /| 2% ENUM_VIDEO MODE

unsigned char reserved[3];
}SMsgA VloctrlGetVideoModeResp;

typedef enum

f
1

AVIOCTRL VIDEOMODE NORMAL = 0x00,

AVIOCTRL VIDEOMODE FLIP = 0x01, /] 3 EH BN

AVIOCTRL_VIDEOMODE MIRROR = 0x02, 11 K- T4

AVIOCTRL_VIDEOMODE FLIP MIRROR =0x03, // #&H /K F-E4
VENUM_VIDEO MODE;

2.26 SD
IOTYPE_USER_IPCAM_FORMATEXTSTORAGE_REQ = 0x0380
- APP Device;
- APP Device SD
- 10Ctrl
ftypedef struct
' unsigned int storage; // Storage index ({541 sdcard ffifdi= 0, PHERNGF=1, ...)

unsigned char reserved[4];
}SMsgAVloctrlFormatExtStorageReq;

IOTYPE_USER_IPCAM_FORMATEXTSTORAGE_RESP =0x0381
- Device APP;
- Device APP SD
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- 10Ctrl

typedef struct

S

1
unsigned int storage; // Storage index
char result; /10: J%Th;

-V R AR 4
// otherwise: 2K
unsigned char reserved[3];
}SMsgAVloctrlFormatExtStorageResp;

2.27 NVR Channel
IOTYPE_USER_IPCAM_GET_NVR_CHANNEL_NUMBER_REQ = 0x5A4
- APP Device;
- APP Device Channel
- 10Ctrl

ftypedef struct

1
unsigned char reserved[4];

}SMsgAVloctrlGetNVR ChannelNumberReq;

IOTYPE_USER_IPCAM_GET_NVR_CHANNEL_NUMBER_RESP = 0x5A5

- Device APP;
- Device APP Channel
- 10Ctrl
typedef struct
f
L
unsigned int number; /] P AE BB IE AL

unsigned char reserved[4];
} SMsgAVloctrlGetNVRChannelNumberResp;

2,28
IOTYPE_USER_IPCAM_GET_CHANNEL_NAME_REQ = 0x5B0
- APP Device;
- APP Device
- 10Ctrl
typedef struct

{

unsigned char reserved[4];
} SMsgA VloctrlGetChannelNameReq;
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IOTYPE_USER_IPCAM_GET_CHANNEL_NAME_RESP = 0x5B1
- Device APP;

- Device APP

- 10Ctrl

typedef struct
(
1
unsigned char count; /] BB =
unsigned char reserved[3];
SChannellnfo sChannellnfo[0]; /| #5—A~ channellnfo F channellnfo [#] i %%
} SMsgA VloctrlGetChannelNameResp;

typedef struct
f

1
unsigned int channel; //camera index
unsigned char name[24]; //3#iE 4R

} SChannellnfo;

2.29
IOTYPE_USER_IPCAM_SET_CHANNEL_NAME_REQ = 0x5B2
- APP Device;
- APP Device
- 10Ctrl
tjypedef struct
l unsigned char count; // SChannellnfos H{) %5 &

unsigned char reserved[3];
SChannellnfo sChannellnfo[0]; /I 55—~ channellnfo f1 channellnfo [ 4%
}SMsgAVloctrlSetChannelNameReq;

IOTYPE_USER_IPCAM_SET_CHANNEL_NAME_RESP = 0x5B3

- Device APP;
- Device APP
- 10Ctrl
typedef struct
f
L
unsigned char result; /10 153h, HAth i

unsigned char reserved[3];
}SMsgAVloctrlSetResetResp;
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unsigned char index; NIERS|E, 0: [J1; 1: ]2
STimeDay stTime; /12845 i) ]
unsigned char reserved[3];

} SMsgAVloctriCallReq

typedef struct

I
8

unsigned char index; INI&S|S, 0: [J1; 1:]7]2
int nAnswered; /0: FEWr; 1: FEF
unsigned char reserved[3];

+SMsgA VloctrlCallResp;

typedef struct
I

3
unsigned char index; NIEB|E, 0: |J1; 1: |2
unsigned char type; /2R, 0: FHRPFEN; 1 AHAR P NE
STimeDay stTime; /12848 i) ]
unsigned char reserved[3];
+SMsgA VloctrlCalllnd;

2.31
IOTYPE_USER_IPCAM_PUSH_DEVICENAME_REQ=0x0736
- APP Device;
- APP Device
- 10Ctrl

{typedef struct
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unsigned int channel ; //camera index
char devicename[150]; 11254 Wi 15 %5 44 8
}SMsgA VloctrlPushDeviceNameReq;

IOTYPE_USER_IPCAM_PUSH_DEVICENAME_RESP=0x0737

- Device APP;
- Device APP
- 10Ctrl
typedef struct
It
1
int res ; 110: )%l , AL

char reserved[4];
} SMsgAVloctrlPushDeviceNameResp;

2.32
IOTYPE_USER_IPCAM_SET_TIME_SYNC_REQ =0x0816
- APP Device;
- APP Device
- 10Ctrl
typedef struct
S

1
unsigned short year;

unsigned char month;
unsigned char day;
unsigned char hour;
unsigned char minute;
unsigned char second;

unsigned char nIsSupportSync; /11 ZHE 0 S

int nGMTOffset; /I GMT Z [ % B (LLFD b L)

} SMsgAVloctrlTimeSyncReq;

IOTYPE_USER_IPCAM_SET_TIME_SYNC_RESP = 0x0817

- Device APP;
- Device APP
- 10Ctrl
typedef struct
I
[}
unsigned int result; /AR TR B 0, 7 S

unsigned char reserved[4];
} SMsgAVloctrlTimeSyncResp;
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2.33
IOTYPE_USER_IPCAM_PTZ_COMMAND = 0x1001

- APP Device;
- APP Device
- 10Ctrl
typedef struct
(
i
unsigned char control; Il =& #8454, 2% ENUM_PTZCMD.
unsigned char speed; Il 7+ & 4B B
unsigned char point; // app A
unsigned char limit; /1 app A FH
unsigned char aux; /] app A FH
unsigned char channel;  // camera index

unsigned char reserve[2];
} SMsgAVloctrlPtzCmd;

/* AVIOCTRL PTZ Command & */

typedef enum

{
AVIOCTRL PTZ STOP =0;

AVIOCTRL PTZ UP=1;
AVIOCTRL PTZ DOWN =2
AVIOCTRL PTZ LEFT =3
AVIOCTRL PTZ LEFT UP=4;:
AVIOCTRL PTZ LEFT DOWN =5;
AVIOCTRL PTZ RIGHT = 6;
AVIOCTRL PTZ RIGHT UP=7;
AVIOCTRL PTZ RIGHT DOWN = 8:
AVIOCTRL PTZ AUTO=9;
AVIOCTRL PTZ SET POINT = 10;
AVIOCTRL PTZ CLEAR POINT = 11;
AVIOCTRL_PTZ GOTO POINT = 12;
AVIOCTRL PTZ SET MODE_START = 13;
AVIOCTRL PTZ SET _MODE_STOP = 14;
AVIOCTRL PTZ MODE _RUN = 15;
AVIOCTRL_PTZ MENU_OPEN = 16;
AVIOCTRL PTZ MENU EXIT = 17;
AVIOCTRL PTZ MENU ENTER = 18;
AVIOCTRL PTZ FLIP = 19;
AVIOCTRL PTZ START = 20;
AVIOCTRL LENS APERTURE_OPEN = 21;
AVIOCTRL_LENS APERTURE_CLOSE =22;
AVIOCTRL_LENS ZOOM _IN = 23;
AVIOCTRL_LENS ZOOM_OUT = 24;
AVIOCTRL LENS FOCAL NEAR =25;
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AVIOCTRL_LENS FOCAL FAR =26;
AVIOCTRL_AUTO PAN_SPEED =27;
AVIOCTRL _AUTO PAN_LIMIT = 28
AVIOCTRL_AUTO PAN_START = 29;
AVIOCTRL PATTERN_START = 30;
AVIOCTRL PATTERN_STOP =31;
AVIOCTRL PATTERN RUN =32;
AVIOCTRL SET AUX =33;
AVIOCTRL CLEAR AUX = 34;
AVIOCTRL_MOTOR_RESET POSITION = 35;
}ENUM_PTZCMD;

2.34 APP |
IOTYPE_USER_IPCAM_RECEIVE_FIRST_IFRAME = 0x1002
- APP Device;
- APP Device
- 10Ctrl

ftypedef struct

' unsigned int channel; // camera index

char reserved[4];
}SMsgAVloctrlReceiveFirstIFrame;

2.35 OTA
IOTYPE_USER_IPCAM_OTA_REQ = 0x8001
- APP Device;

- APP Device OTA

- 10Ctrl

typedef struct
i

1
unsigned char file checksum[32];  // MD35 ¥4 i

unsigned char url[256]; /] N EL S url B
unsigned int file size; /1 AL N

unsigned char reserved[4];
}SMsgAVloctrlOTAReq;

IOTYPE_USER_IPCAM_OTA_RESP =0x8002
- Device App

- Device App OTA

- 10Ctrl




typedef struct

i

1
unsigned int progress;
unsigned int endflag; /1
unsigned char reserved[8];

}SMsgAVlIoctrlOTAResp;

/1R AR
COFEGEG 00 FEAE

2.36

IOTYPE_USER_IPCAM_DEVICE_INFO_REQ = 0x8015

- App Device

-App
- |0Ctrl

Device

typedef struct
f

1
unsigned char reserved[8];

} SMsgAVloctrlDevicelnfoReq;

OTA
0x0330

cmd IOTYPE_USER_IPCAM_DEVINFO_REQ =

IOTYPE_USER_IPCAM_DEVICE_INFO_RESP = 0x8016

- Device App
- Device App
- 10Ctrl

typedef struct

f
1

unsigned char model[32];
unsigned char product[32];
unsigned char vender[32];
unsigned int version;
unsigned int free;
unsigned int total;
unsigned char region;
unsigned char reserved[3];

} SMsgAVloctrlDevicelnfoResp;

I PR

I P

/BT (75 KOTA g5 3 L1 1 —50)
1 A

/' SD 5 2 i)
/I SD 2 1]
AR FTAEAL B, 0 HERREX: 1: JErpE KRG IX

KOTA

vender,product,model

2.37

Hh KOTA H

OTA
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IOTYPE_USER_IPCAM _DEVICE_SUPPORT_OTA_REQ = 0x800A

- App Device
- App Device OTA
- 10Ctrl

typedef struct

,

1
unsigned char reserved[8];

}SMsgAVloctrlDeviceSupportOTAReq;

IOTYPE_USER_IPCAM _DEVICE_SUPPORT_OTA _RESP = 0x800B

- Device App
- Device App OTA
- 10Ctrl

typedef struct

p
it

unsigned char isSupport; /N OARTHE: 1 3
unsigned char reserved[4];
} SMsgAVloctrlDeviceSupportOTAResp;

2.38
IOTYPE_USER_IPCAM _DEVICE_SUPPORT_CLOUD_REQ = 0x800C
- App Device
- App Device
- 10Ctrl
typedef struct

{

unsigned char reserved[8];
}SMsgA VloctrlDeviceSupportCloudReq;

IOTYPE_USER_IPCAM _DEVICE_SUPPORT_CLOUD _RESP = 0x800D

- Device App
- Device App
- 10Ctrl

typedef struct

{

unsigned int result; 10 AN H; 1 ZH
unsigned char reserved[4];
} SMsgAVloctrlDeviceSupportCloudResp;
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~

2.39

IOTYPE_USER_IPCAM_DEVICE_SET_CLOUD_REQ = 0x8010;
- App Device

- App Device

- 10Ctrl

typedef struct

p
it

unsigned int channel; // camera index
unsigned int isOn; A% y=NIEJ7|
}SMsgAVloctrlSetCloudReq;

IOTYPE_USER_IPCAM_DEVICE_SET_CLOUD_RESP =0x8011;
- Device App

- Device App

- 10Ctrl

typedef struct
,

1
unsigned int channel; // camera index

unsigned int result; /10 B3, 19
}SMsgAVloctrlSetCloudResp;

2.40
IOTYPE_USER_IPCAM_DEVICE_GET_CLOUD_REQ =0x8012;
- App Device
- App Device
- 10Ctrl
(typedef struct
1 unsigned int channel; // camera index

unsigned char reserved[4];
} SMsgAVloctrlGetCloudReq;

IOTYPE_USER_IPCAM_DEVICE_GET_CLOUD_RESP = 0x8013;
- Device App

- Device App

- 10Ctrl

typedef struct

p
it

unsigned int channel; // camera index

35



unsigned int isOn; /1T FF)E, 0 K
}SMsgAVloctrlGetCloudResp;

2.41 SD
IOTYPE_USER_IPCAM_GET_EVENT_DATE_REQ = 0x9000;
- App Device
- App Device SD
- 10Ctrl

typedef struct

{ unsigned int channel; //Camera Index

unsigned int eventType;  /EWFFEMRA, 0 2&F, 1 BIPN; 20 20RE, BiIAZO0
STimeDay stStartTime;  //J A4} [A]
STimeDay stEndTime; ez Sing ]
unsigned char reserved[8];
} SMsgAVloctrlGetEventDateReq;

IOTYPE_USER_IPCAM_GET_EVENT_DATE_RESP =0x9001;
- Device App

- Device App SD

- 10Ctrl

typedef struct

{

1
unsigned int count; 1153 ) H %R
unsigned char reserved[4];
EventDate eventDate[1]; /1ZAE 1 H BA

} SMsgAVloctrlGetEventDateResp;

typedef struct

f
1

char date[8]; /BRI H B, i : 20200210, J5 TR IKIAA count-1 4> date[8]
} EventDate;

2.42
IOTYPE_USER_IPCAM_GET_HUMANDETECTION_REQ = 0x9002;
- App Device
- App Device
- 10Ctrl
typedef struct
S

1
unsigned char reserved[4];

36




| } SMsgAVloctrlGetHumanDetectionReq;

IOTYPE_USER_IPCAM_GET_HUMANDETECTION_RESP = 0x9003;

- Device App
- Device App
- 10Ctrl
typedef struct
{
L
unsigned int result; /1R HAd e

unsigned char reserved[4];
} SMsgAVloctrlGetHumanDetectionResp;

2.43
IOTYPE_USER_IPCAM_SET_HUMANDETECTION_REQ = 0x9004;
- App Device
- App Device
- 10Ctrl
typedef struct

p
it

unsigned int isOn; N 1TRE: 0:5%0H]
unsigned char reserved[4];
} SMsgAVloctrlSetHumanDetectionReq;

IOTYPE_USER_IPCAM_SET_HUMANDETECTION_RESP = 0x9005;
- Device App

- Device App

- 10Ctrl

typedef struct
[

1
unsigned int result; /05T s oAt g
unsigned char reserved[4];

} SMsgAVloctrlSetHumanDetectionResp;

2.44

IOTYPE_USER_IPCAM_GET_NIGHTVISION_REQ = 0x9006;
- App Device

- App Device

- 10Ctrl
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typedef struct

p
1

unsigned char reserved[4];
} SMsgAVloctrlGetNightVisionReq;

IOTYPE_USER_IPCAM_GET_NIGHTVISION_RESP = 0x9007;
- Device App

- Device App

- 10Ctrl

typedef struct

{

unsigned int result; I 1VTRE s HAg:
unsigned char reserved[4];
} SMsgAVloctrlGetNightVisionResp;

2.45
IOTYPE_USER_IPCAM_SET_NIGHTVISION_REQ = 0x9008;
- App Device
- App Device
- 10Ctrl
typedef struct

{

unsigned int isOn; /I LFHE 0:5%H
unsigned char reserved[4];
} SMsgAVloctrlSetNightVisionReq;

IOTYPE_USER_IPCAM_SET_NIGHTVISION_RESP = 0x9009;
- Device App

- Device App

- 10Ctrl

typedef struct

{

unsigned int result; /10T HoAth: 2R
unsigned char reserved[4];
} SMsgAVloctrlSetNightVisionResp;

2.46
IOTYPE_USER_IPCAM_GET_SUMMERTIME_REQ = 0x9010;
- App Device
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- App Device
- 10Ctrl

typedef struct

f
1

unsigned char reserved[4];
} SMsgAVloctrlGetSummerTimeReq;

IOTYPE_USER_IPCAM_GET_SUMMERTIME_RESP = 0x9011;

- Device App
- Device App
- 10Ctrl
typedef struct
S
1
unsigned int result; I 1VTRE s HAgt: k0

unsigned char reserved[4];
} SMsgAVloctrlGetSummerTimeResp;

2.47
IOTYPE_USER_IPCAM_SET_SUMMERTIME_REQ = 0x9012;
- App Device
- App Device
- 10Ctrl
typedef struct

{

unsigned int isOn; I LFHE: 0:%H
unsigned char reserved[4];
} SMsgAVloctrlSetSummerTimeReq;

IOTYPE_USER_IPCAM_SET_SUMMERTIME_RESP = 0x9013;
- Device App

- Device App
- 10Ctrl
typedef struct
f
¥
unsigned int result; /10T s Hoth: SR

unsigned char reserved[4];
} SMsgAVloctrlSetSummerTimeResp;
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3.1APP Command

- Command

Command IOTYPE_GET_LED_REQ =0x30000001

@struct SMsgAVloctrlGetLedRegq;

typedef struct

{

int channel; /24 RiEE 5
unsigned char reserved[4];
}SMsgAVloctrlGetLedReq;

- APP

- APP
typedef struct

Command IOTYPE_GET_LED_RESP =0x30000002

@struct SMsgAVloctrlGetLedResp;

{

int res; /10 izh, HAmhI

unsigned char isOnOff; HO0:HE: L:RH

unsigned char reserved[3];
}SMsgAVloctrlGetLedResp;

3.210S Command

- Command

SMsgAVloctrlGetLedReq *s = malloc(sizeof(SMsgAVloctrlGetLedReq));
memset(s, 0, sizeof(SMsgA VloctrlGetLedReq));

[self.camera KY SendIOCtrIToChannel:channel
Type:IOTYPE GET _LED REQ
Data:(char *)s

DataSize:sizeof(SMsgAVloctrlGetLedReq)];

free(s);

- Command

- (void)KY DidReceivel OCtrIWithUid:(NSString *)uid Type:(NSInteger)type Data:(const char*)data
DataSize:(NSInteger)size

f
1

if (type == IOTYPE_GET LED RESP)
{

SMsgAVloctrlGetLedResp *s = (SMsgAVloctrlGetLedResp *)data;
isLightOn = s->isOnOfT;

}

}

3.3 Android bytes java

40




private class People {

}

ik

* byte to people
*

* (@param data src bytes length > 44
* (@return people

*/

private People byteToPeople(byte[] data) {

}

private short byteArrayToShort(byte[] bytes, int beginPos) {

}

private int byteArrayTolnt(byte[] bytes, int beginPos) {

(0xff & bytes[beginPos + 3]) << 24;

}

private long byteArrayToLong(byte[] bytes, int beginPos) {

}

int age = 0;//4 bytes means data[0] ~ data[3]
long birthday = 1612330883993L;//8 bytes means data[4] ~ data[11]
String name = "";//custom bytes ex: 32 bytes

if (data.length < 44) {

return null;
}
People p = new People();
p-age = byteArrayTolnt(data, 0);
p.birthday = byteArrayToLong(data, 4);
byte[] name = new byte[32];
System.arraycopy(data, 12, name, 0, 32);
p.name = new String(name);
return p;

return (short) ((0xff & bytes[beginPos]) | ((0xff & bytes[beginPos + 1]) << 8));

return (0Oxff & bytes[beginPos]) | (0xff & bytes[beginPos + 1]) << 8 | (0xff & bytes[beginPos + 2]) << 16 |

long 1 = 0;
for (inti=0;1<4;i++) {

1=1] ((0xffL & bytes[beginPos + i]) << (8 * 1));
}

return I;
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